Although many security solutions exist, home computer systems are vulnerable against different type of attacks. The main reason is that users are either not motivated to use these solutions or not able to correctly use them. In order to make security software more usable and hence computers more secure, we re-ran the study by Wash about "Folk Models of Home Computer Security" in Germany. We classified the different mental models in eleven folk models. Eight of the identified folk models are similar to the models Wash presented. We describe each folk model and illustrate how users think about computer security.
Introduction
In the beginning of the computer era, computers were used by experts only and they were not connected to a worldwide network. Those experts were familiar with the use of the systems, knew the pitfalls, and knew how to protect their computers. Nowadays, computers and other devices, such as smartphones, are widely spread in Germany and nearly each and every household has a home computer. In contrast to the beginning, most users are not trained with the systems and have an incomplete mental model and knowledge of computer and Internet security many studies like [5, 6, 7, 8] show in different contexts. Correspondingly home computers are vulnerable against many different attacks with many different consequences, often although security software is used. Typical attacks against home computers are: malware infections while the consequence can be that users cannot access their data anymore or the computer is used as bot node in a botnet. The problem with security solutions is that they are often not usable and thus not able to protect users effectively e.g. because users configure the security solution in insecure way [2] . In addition, there is often a small timeframe after a new attack has been deployed and the security solution being updated. Such attacks can only be detected and fraud can only be prevented if users become more aware, too. This awareness can either be communicated by the security solution or by independent trainings or information, e.g. on TV. However, both the more usable security solution as well as the awareness communication can only be successful if it takes the user's mental model and knowledge into account. Therefore, it is essential to understand users' mental models and group them in so called folk models, while folk models are mental models that are shared among several members of a culture [8] .
In a first study Rick Wash investigated in a qualitative study the folk models on home computer security of North American home computer users living on the west coast. It can be expected that those model differ between cultures and therefore, this paper shows a re-run of the study in Germany and a comparison of the results. First, a short introduction to mental models in the context of Internet and Computer security is provided (section 2), followed by the description of the study methodology (section 3). In section 4 the results of our study are presented and compared to the results of the original study. The paper closes in section 5 with a discussion of the results.
Mental Models in Security
The idea to use folk models or mental models for a better understanding of user behavior in the security area is not new. Asgharpour and colleagues [1] used a closed card sorting to correlate security risks with mental models. For their approach they chose five existing mental models (e.g. physical safety, criminal behavior; cf.
[3]) and instructed experts and non-experts to sort the security risks to the fitting mental model. The main finding of their work was the fact that experts and non-experts differ significantly in terms of their mental models. Therefore, the authors concluded that security advice should be adapted to the mental models of non-experts. Within their study they used predefined models, so that between 30% (non-experts) and 40% (experts) of the security terms were not categorized into the existing mental models. This is a clear hint that users do have additional/different mental models, which have to be identified. One step towards the identification of occurring mental models for security was done by Rick Wash [8] . In his study about home computer security Wash [8] talks about folk models. In this context folk models are "[..]mental models that are not necessarily accurate in the real world, thus leading to erroneous decision making, but are shared among similar members of a culture" [8] . So it can be expected that if security software were designed to fit to folk models about possible threats, this software may have a decreased rate of unexpected behaviors for users. The study of Wash was conducted in America with 33 participants from a mixed citizenship. Overall, he indentified eight folk models that exist within the context of home computer security. Until now, no intercultural comparison was conducted to see if those folk models identified by Wash may be generalized. Within this paper the study of Wash was re-run in Germany and the results of both studies are compared.
